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ARTICLE 29 Data Protection Working Party

11070/03/EN
WP 78

Opinion 4/2003 on the Level of Protection ensured in the US for the Transfer of
Passengers' Data

Adopted on 13 June 2003

THE WORKING PARTY ON THE PROTECTION OF INDIVIDUALS WITH
REGARD TO THE PROCESSING OF PERSONAL DATA

set up by Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995(1),

having regard to Articles 29 and 30 paragraphs 1 (a) and 3 of that Directive,

having regard to its Rules of Procedure and in particular to articles 12 and 14 thereof,

has adopted the present Opinion:

INTRODUCTION
In the aftermath of the events of 11 September 2001, the United States adopted a num-

ber of laws and regulations requiring airlines flying into their territory to transfer to the US
administration personal data relating to passengers and crew members flying to or from this
country.

In a previous opinion issued in October 2002 (2), the Working Party reached the conclu-
sion that compliance with the US requirements by the Airlines creates problems in respect
of Directive 95/46/EC on data protection (3) and called for a common approach at the
European Union level to be found. A specific recommendation was made for the European
Commission to enter into negotiations with the United States of America to resolve this
matter.

The Working Party has been updated by the Commission on the progress of the talks,
which were conducted by the Commission in order to establish the conditions that would
allow the Commission to adopt a decision recognising the “adequate protection” on the
basis of Article 25 (6) of Directive 95/46/EC and has also gained further insight from the
opportunity to discuss the US requirements with high-level officials of the Department of
Homeland Security at its meeting of 5 May.

In particular, the Working Party has received from the Commission a document dated
22 May 2003 of "undertakings" issued by the United States Bureau of Customs and Border

Protection and the United States Transportation Security Administration (4). It under-
stands that these undertakings are the result so far of the on-going negotiation between the

(*) This Working Party was

set up under Article 29 of

Directive 95/46/EC. It is an

independent European

advisory body on data

protection and privacy. Its

tasks are described in

Article 30 of Directive

95/46/EC and Article 14 of

Directive 97/66/EC.

The secretariat is provided

by Directorate E (Services,

Intellectual and Industrial

Property, Media and Data

Protection) of the European

Commission, Internal

Market Directorate-General,

B-1049 Brussels, Belgium,

Office No C100-6/136.

Website: www.europa.eu.int

/comm/privacy

(1) Official Journal no. L 281

of 23/11/1995, p. 31,

available at:

http://europa.eu.int

/comm/internal_market

/en/media/dataprot

/index.htm

(2) Opinion 6/2002 of the

Working Party on

"transmission of Passenger

Manifest Information and

other data from Airlines to

the United States", WP 66

of the Working Party, issued

24 October 2002.

(3) Directive 95/46/EC on

the protection of individuals

with regard to the

processing of personal data

and on the free movement

of such data.

(4) Referred to as

"undertakings" in this

document.

Opinion 4/2003 on the Level of

Protection ensured in the US for the

Transfer of Passengers' Data (*)
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US administration and the Commission and that the Commission is still pressing the US
side to make further progress on a number of issues.

The present Opinion is issued with reference to the level of protection ensured by the
United States of America after the requested transmission by airlines of personal data con-
cerning their passengers and crewmembers on the basis of their law and international com-
mitments, as described in the undertakings and as laid down in relevant law. The Working
Party has been guided by the general criteria set forth to assess adequacy of protection in
previous documents (5) and by its previous opinion on the subject of PNR/APIS data
required by the US (6).

This opinion is given at a time when US are requesting from EU or directly from
Member States numerous flows of personal data (e.g. visa, etc. ). 

In addition, the Working Party is fully aware that similar flows from airlines have already
been requested and/or proposed by several other third countries. This raises the issue of non-
discrimination between third States and the necessity for a global evaluation, which might be
a model solution for other countries that may receive similar requests. The Working Party
underlines the necessity to provide a framework for personal information circulating
throughout the world for purposes related to security in connection with air travel.

1. Action against terrorism and the protection of fundamental rights and freedoms
The issue at stake regarding the transfer of data by airlines to US authorities raises pub-

lic concern and has broad and sensitive implications in political and institutional terms, as
well as having an international dimension.

The fight against terrorism is both a necessary and valuable element of democratic soci-
eties. Whilst combating terrorism, respect for fundamental rights and freedoms of the indi-
viduals including the right to privacy and data protection must be ensured (7).

Such rights are protected in particular by Directive 95/46/EC, Article 8 of the European
Convention on Human Rights (8) and are enshrined in Article 7 and 8 of the Charter of
Fundamental Rights of the European Union (9). Moreover data protection is further recog-
nised and expanded in the draft European Constitution discussed by the Convention on the
future of Europe.

The legitimate requirements of internal security in the United States of America may not
interfere with these fundamental principles. Limitations to fundamental rights and free-
doms regarding the processing of personal data in the European Union should only take
place if necessary in a democratic society and for the protection of public interests exhaus-
tively listed in those instruments (10).

2. GENERAL REMARKS

The scope of the present opinion concerns the protection of fundamental rights and
freedoms regarding the processing of personal data.

This opinion is given by the Working Party with a view to assessing the adequacy of pro-
tection provided by the US in connection with envisaged Commission decisions or other
legal instruments dealing with this issue. The Working Party reserves the right to supple-
ment the present opinion by a further opinion should this opinion not be adequately taken
into account or if substantial changes are made in the course of future negotiations, such as
to warrant specific consideration. 

The Working Party observes that the circumstances referred to in the
“undertakings”require accurate analysis with a view to assessing the adequacy of the level of
protection they provide for personal data.

(5) Working Document on

"Transfers of personal data

to third countries: Applying

Articles 25 and 26 of the EU

data protection directive",

WP 12 of the Working Party,

issued 24 July 1998.

(6) Opinion 6/2002 on

"transmission of Passenger

Manifest Information and

other data from Airlines to

the United States".

(7) See Opinion 10/2001 “on

the need for a balanced

approach in the fight

against terrorism”, adopted

14 December 2001.

(8) See also the relevant

case-law of the European

Court on Human Rights.

(9) The European

Commission has committed

itself to respect the Charter.

See Commission

Communication on the

Charter of Fundamental

Rights of the European

Union (COM(2000) 559

final).

(10) See the interests listed

in Article 13 of Directive

95/46/EC.
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The choice between different mechanisms for the transfer of data (direct access by the US
authorities into the databases of the airlines versus proactive disclosure of the data by airlines)
raises not only technical problems but also, more importantly, questions of proportionality.

It also means that US authorities have requests that exceed the powers currently granted
to European judicial and police authorities and/or authorities in charge of immigration
matters or even of intelligence and security services when carrying out similar activities in
the European Union.

Furthermore, the issues at stake affect judicial and police co-operation and should be
assessed in the light of the safeguards laid down in recent EU-US agreements and draft
agreements concerning co-operation, mutual assistance and extradition.

The collection of the data included in the databases of airlines as requested by the US
covers a large number of passengers (estimated to amount to at least 10-11 million per
annum) which underlines the need for a cautious approach bearing in mind the possibili-
ties this opens up for data mining affecting, in particular, European citizens and entailing
the risk of generalised surveillance and controls by a third State. Therefore, the requests
coming from the US administration should be addressed with the utmost attention.

3. TRANSITIONAL NATURE OF AN ADEQUACY FINDING

The scope of the data flows is related to recent serious circumstances at the international
level. The Working Party recommends that periodical short-term re-evaluations of the situ-
ation shall be made to assess if the necessity for such flows remains. Should the international
circumstances alter, it would be necessary to review the situation. The Working Party rec-
ommends the Commission to include clauses in its decision providing for “sunset” limita-
tion and review the situation after 3 years in any event.

Additionally, if the guarantees provided by the US administration are not correctly
implemented, re-evaluation of the situation will be necessary. For this reason, it is essential
that a regular report on the actual use of the data in the US be submitted by the
Commission on the implementation of the protection in the US. This should allow for the
verification of the conditions of processing in the US, to ensure that the underlying assump-
tions, which justified the Commission’s decision, still hold good.

4. THE US REGULATORY FRAMEWORK

The Working Party considers that any Commission Decision recognising the provided
protection as adequate as well as any other instrument(s) providing a legal framework for
the data flows should be based on a clear-cut picture of primary and secondary US legisla-
tion regulating purposes, mechanisms and rationale of data utilisation in the US and the
entities entitled to access such data.

A full picture of the relevant US regulatory framework, to meet openness and trans-
parency requirements in respect of European citizens, should be included as an annex to any
Commission Decision. In addition, provision should be made for a mechanism that ensures
that any relevant legislative innovation is communicated to the Commission. It is necessary
to avoid other legislation, including legislation passed prior to the Commission Decision
(the “undertakings” create a very broad mandate for use and disclosure of the data "as oth-
erwise required by law"), or conflicting interpretations or implementing instruments passed
in the US with regard to, in particular, CAPPS II and the collection of biometric data (11),
resulting in substantial unilateral changes to the conditions in the US which are the agreed
basis for an adequacy finding.

Moreover, it is essential that the decision should not rest only on mere "undertakings"
of administrative agencies aimed at supporting certain interpretations at national level (see
point 11).

(11) The issue related to

collection of biometric data

as envisaged starting from

October 2004 for issuing

entry documents should be

assessed separately and

only at a later stage.
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An evaluation of the adequacy of the level of protection cannot be made with respect to
areas of the US administration whose regulatory framework concerning processing of PNR
data may not be regarded as stable or adequately clarified in terms of data access rules and
entitlement to process such data. The Working Party makes particular reference to the
points in the “undertakings” concerning the Transportation Security Administration and its
CAPPS II programme. Nor should the evaluation of the adequacy of the level of protection
apply to those systems capable of performing mass data processing operations, whose actual
functioning and features involve wide-ranging issues yet to be clarified in particular, the
Terrorism Information Awareness Initiative.

In this context, the Working Party highlights the need to avoid a situation where TSA
or other agencies operating mass data processing systems would receive data indirectly. In
case data are to be transmitted to such systems, an additional and specific assessment of the
level of protection would be required.

5. METHOD OF TRANSFER AND LEGAL CONCERNS

As for the legal basis, which was especially stressed in the European Parliament’s
Resolution of 13 March 2003, the Working Party is of the opinion that, given the complex-
ity of the legal issues surrounding the lawfulness of communicating the data to third parties
and transferring such data to third countries, it may be necessary - having regard to
Directive 95/46/EC as a whole - that a positive finding by the EC Commission pursuant to
Article 25(6) of the Directive should be accompanied by a formal commitment made by the
US Administration upon conclusion of the negotiations.

The legal basis is referred to by the Working Party on the assumption that, considering
possible technical differences between various systems, the sole data transfer mechanism
whose implementation does not raise major problems is the “push” one - whereby the data
are selected and transferred by airline companies to US authorities - rather than the “pull”
one - whereby US authorities have direct online access to airline and reservation systems
databases.

In addition to ensuring a greater measure of compliance with the principle by which per-
sonal data should be adequate, relevant and not excessive (Article 6 of the Directive), entail-
ing fewer data security problems and making certain US access filtering mechanisms super-
fluous, the “push-system” would make it unnecessary to apply the national measures
adopted in transposing the Directive to the US authorities - which would otherwise be nec-
essary if a pull-system were implemented. Indeed, in the latter case, the entire Directive
including Article 4, 6 and 13 could be considered as being directly and completely applica-
ble to the US authorities. Moreover, a “push” system is the only solution to ensure that lia-
bility rules provided for by Directive 95/46/EC can be correctly applied to European con-
trollers of data. 

The Working Party is therefore pleased to note that the US sees no objection to the
“push” system. This solution should be substituted for the present mechanism as soon as
possible.

6. PURPOSES

The purposes for which the data will be used should be limited to fighting acts of ter-
rorism without expanding their scope to other unspecified “serious criminal offences”. A
clear and limited list of serious offences directly related to terrorism should be provided by
the US side, without prejudice to the possibility of performing additional specific and indi-
vidual data exchanges within the framework of judicial and police cooperation.

The need for clarification also relates to the other public bodies entitled to receive the
data, as they are currently not identified. The precise identification of such public bodies
and their missions or alternatively, for the precisely identifiable authorities such as the judi-
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cial bodies, a functional description of them should be detailed. It is in any case necessary
to make it absolutely clear that the data might only be communicated to other authorities
where necessary in specific cases for the fight against serious offences directly related to ter-
rorism and that subsequent use of such data continues to be limited in the same way.

Clarification is also needed as to the public bodies and the procedures of the said bod-
ies operating the “no fly” and “watch” lists, against which the PNR is processed.

The Working Party questions the justification of disclosure on the ground of the protec-
tion of the vital interests of the data subject or of other persons, since this would signifi-
cantly increase the possibility for additional transmission of the data. Other ways of meet-
ing this requirement would appear to be available.

As for authorities from other third countries, without prejudice to the possibility of per-
forming additional specific and individual data exchanges within the framework of judicial
and police co-operation, any direct or indirect onward transfers should be made on a case
by case basis and made conditional upon acceptance of specific “undertakings” no less
favourable than those provided to the Commission by the US authorities in connection
with protecting the transferred data.

7. PROPORTIONALITY

Proportionality should be ensured not only with regard to purposes and the type of
offence to be monitored, but also in respect of other issues concerning:

Transferable Personal Data
The Working Party considers that the amount of data to be transferred (12) goes well

beyond what could be considered adequate, relevant and not excessive (Article 6 (1) (c) of
the Directive). Access to the full set of PNR data is excessive. Data should be limited to the
following information: PNR record locator code, date of reservation, date(s) of intended
travel, passenger name, other names on PNR, all travel itinerary, identifiers for free tickets,
one-way tickets, ticketing field information, ATFQ (Automatic Ticket Fare Quote) data,
ticket number, date of ticket issuance, no show history, number of bags, bag tag numbers,
go show information, number of bags on each segment, voluntary/involuntary upgrades,
historical changes to PNR data with regard to the aforementioned items.

The US primary legislation requiring airlines to provide PNR on request does not make
it obligatory for the US authorities concerned to request the data, still less to require that it
be transmitted on a systematic basis. Moreover, the US authorities concerned could limit
the PNR data elements they request airlines to send. The US authorities are thus interpret-
ing their legal mandate very broadly.

The Working Party finds it necessary to take into account the other sources of informa-
tion which the US authorities have available to them or try to obtain in their efforts to
acquire information on foreigners, such as the data provided via immigration formalities,
APIS etc. Additional data exchanges within the framework of judicial and police co-opera-
tion channels should also be taken into account in this context.

Transfer of what can be regarded, broadly speaking, as sensitive data - protected by
Article 8 of the Directive - should be ruled out. Furthermore, transfer of SSR data - which
are actually processed on an optional basis by certain reservation systems - would not appear
to be proportionate, in particular in the light of the initiatives undertaken by IATA to
update the relevant Manual, which has reached its 20th edition. This also applies to OSI
(Other Service-Related Information) data, open or free-text fields (such as the “General
Remarks” where data of a delicate nature can appear), and to the information concerning
frequent-flyers and “behavioural data”.

A clear, exhaustive list of the data transferred on the basis of the Commission Decision
should be attached as an annex alongside the table referred to under point 4).

(12) See Annex B of the

“undertakings”.
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Time of Data Transfer
The Working Party is of the opinion that US CBP should receive the data concerning a

specific flight no earlier than 48 hours prior to departure. Thereafter, the data should only
be updated once.

Data Retention Time
The Working Party is doubtful whether an excessively long data retention time with

regard to millions of individuals can be effective for investigative purposes. Personal data
should be kept for no longer than is necessary for the purposes for which they were col-
lected. Thus, only retention of the transferred data in line with the announced purpose of
controlling the entry to the US territory with a view to the detection of terrorist acts may
be accepted. Data should only be retained for a short period that should not exceed some
weeks or even months following the entry to the US. A period of 7-8 years cannot be con-
sidered as justified. A short period would seem better adjusted to discharging the highly dif-
ficult tasks in question, as well as being considerably less expensive. This is obviously with-
out prejudice to the possible need for the processing to continue on a transitional basis in
individual cases where there are well-established, specific grounds to examine certain per-
sons more closely, in view of taking measures related to their actual and/or potential involve-
ment in terrorist activities.

8. SUBCONTRACTORS

The Working Party underlines the necessity to provide for the same level of liability of
subcontractors and their employees as for US officials, to ensure that the provided guaran-
tees are upheld.

9. GUARANTEES - RIGHTS OF THE DATA SUBJECTS

One of the most basic principles of an adequate data protection regime is for the data
subject to be provided with information and to be able to exercise his/her rights, in an easy,
quick and effective manner. 

Information
Data subjects should be clearly and precisely informed about their rights in particular

about the right of access and rectification in addition to the available redress effective mech-
anisms.

Access
The Working Party underlines the necessity of effectively enforceable safeguards, in

respect of the general freedom of information rules (FOIA), in order to ensure that the lat-
ter are not used by third parties to access PNR data held by the US administration. In this
context, it is important to prevent possible discrimination between citizens and to ensure that
the data subjects’ right of access to their own data is enforced generally and unambiguously.

The “undertakings” provided by the US authorities create some concerns regarding the
way exemptions may be opposed to the data subject in order to allow the administration to
refuse access to him or her.

The Working Party is of the opinion that the data subjects’ right of access should extend
to any new data which may be generated as a result of the processing to which the data
transmitted from Europe are submitted (risk profile, exclusionary lists ...).

Rectification
Since the scope of the US Privacy Act is limited to US residents, the Working Party

underlines the importance to provide the data subject with an efficient mechanism to have
his/her data corrected.
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10. ENFORCEMENT AND DISPUTE SETTLEMENT

Timely support and help for the individual and independent redress and supervision

The ensured protection should provide rapid support and help to individual data subjects
in exercising their rights and provide in their favour independent and appropriate redress.

The Working Party sees major flaws concerning enforcement and independent third-
party supervision of the application of the undertakings. The available mechanisms at this
moment are limited to audits and the internal Chief Privacy Officer. Moreover, it is not
clear how the “undertakings” may produce binding legal effects and be the source of obli-
gations that can give rise to claims before a court (see below point 11).

Moreover, the Working Party notes the need to be provided with more information on
the supervisory independent body that has control on the “no fly”, “watch” lists and on the
logic of the profile mechanism.

Audits
A guarantee of a good level of compliance with the data protection safeguards should

exist. In this context, the Working Party underlines the importance of the public availabil-
ity of certain audits results. The public reports should contain the number and volume of
PNR requests from other US public bodies and the number, volume and the motivating
reason for those requests for which authorisation has been granted by the first recipients.

11. LEVEL OF COMMITMENTS

The Working Party underlines the necessity to have commitments from the US side that
are officially published at least at the level of the Federal Register and fully binding on the
US side. In particular, there should be no ambiguity about the capability to create rights in
favour of third parties. This raises the point of which authority precisely will commit the
US side. Directive 95/46/EC indeed provides that a decision recognising as adequate the
protection ensured by a third country to transferred data must be based on its domestic law
and/or the international commitments into which it has entered.

CONCLUSION

This opinion sets out the concerns of the Working Party from a data protection perspec-
tive in assessing the level of protection ensured in the US with a view of a possible
Commission Decision. The overall objective is to establish as quickly as possible a clear legal
framework for any transfer of airline data to the US in a way which is compatible with data
protection principles. While recognising that ultimately political judgements will be
needed, the Working Party urges the Commission to take its views fully into account in its
negotiations with the US authorities.

The Working Party is aware that a more global approach concerning the conditions of the
use of air transport data for security purposes in a multilateral context might be necessary.

Done at Brussels, on 13 June 2003

For the Working Party
The Chairman

Stefano RODOTÀ
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ARTICOLO 29 - Gruppo di lavoro per la tutela dei dati personali

10595/03/IT
WP 79

Parere 5/2003 sul livello di protezione dei dati personali a Guernsey

Adottato il 13 giugno 2003

(*) Prima pagina del

documento, rinvenibile in

www.europa.eu.int

/comm/internal_market

/privacy/docs/wpdocs

/2003/wp79_it.pdf

Parere 5/2003 sul livello di

protezione dei dati personali a

Guernsey (*)
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ARTICOLO 29 - Gruppo di lavoro per la tutela dei dati personali

11580/03/IT
WP 82

Parere n. 6/2003 sul livello di protezione dei dati personali nell’Isola di Man

Adottato il 21.11.2003

(*) Prima pagina del

documento, rinvenibile in

www.europa.eu.int

/comm/internal_market

/privacy/docs/wpdocs/2003

/wp82_it.pdf

Parere n. 6/2003 sul livello di

protezione dei dati personali

nell’Isola di Man (*)

88



Camera  dei  Deputati —   332   — Senato  della  Repubblica

xiv  legislatura  —  disegni  di  legge  e  relazioni  —  documenti

ARTICOLO 29 - Gruppo di lavoro per la tutela dei dati personali

11754/03/IT
GL 84

Parere 8/2003 sul progetto di clausole contrattuali tipo presentato da un gruppo
di organizzazioni commerciali ("il contratto modello alternativo")

Approvato il 17 dicembre 2003

(*) Prima pagina del

documento, rinvenibile in

www.europa.eu.int/comm

/internal_market/privacy

/docs/wpdocs/2003

/wp84_it.pdf

Parere 8/2003 sul progetto di

clausole contrattuali tipo presentato

da un gruppo di organizzazioni

commerciali (“il contratto modello

alternativo”) (*)
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ARTICOLO 29 - Gruppo di lavoro per la tutela dei dati personali

10031/03/IT
WP 85

Parere 1/2004 sul livello di protezione garantito in Australia per la trasmissione dei
dati delle registrazioni dei nomi dei passeggeri da parte delle compagnie aeree

Adottato il 16 gennaio 2004

(*) Prima pagina del

documento, rinvenibile in

www.europa.eu.int/comm

/internal_market/privacy

/docs/wpdocs/2004

/wp85_it.pdf

Parere 1/2004 sul livello di

protezione garantito in Australia per

la trasmissione dei dati delle

registrazioni dei nomi dei passeggeri

da parte delle compagnie aeree (*)
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ARTICOLO 29 - Gruppo di lavoro per la tutela dei dati personali

10019/04/IT
WP 87

IL GRUPPO DI LAVORO SULLA PROTEZIONE DELLE PERSONE PER QUANTO
RIGUARDA IL TRATTAMENTO DEI DATI A CARATTERE PERSONALE

istituito dalla direttiva 95/46/CE del Parlamento europeo e del Consiglio del 24 ottobre
1995 (1),

visti l’articolo 29 e l’articolo 30, paragrafo 1, lettera a), e paragrafo 3, di tale direttiva,

visto il regolamento interno, in particolare gli articoli 12 e 14,

ha adottato il presente parere:

INTRODUZIONE

Sulla scia degli eventi dell’11 settembre 2001, gli Stati Uniti hanno adottato un insieme
di leggi e di regolamenti che impongono alle compagnie aeree che gestiscono voli destinati al
loro territorio di trasferire alle autorità americane dati personali sui passeggeri e sui membri
dell’equipaggio dei voli destinati a tale paese o da esso provenienti. In particolare, le autorità
hanno imposto alle compagnie aeree l’obbligo di fornire all’Ufficio delle dogane e della pro-
tezione delle frontiere degli Stati Uniti (CBP) un accesso elettronico ai dati relativi ai passeg-
geri che figurano nelle pratiche “PNR” per i voli a destinazione degli Stati Uniti, provenienti
da tale Paese o che lo attraversano. Le compagnie aeree che respingono tali domande sono
suscettibili di essere sanzionate con pesanti ammende e anche con la perdita dei loro diritti
di atterraggio, mentre i loro passeggeri subirebbero ritardi al loro arrivo negli Stati Uniti.

Il gruppo di lavoro ha emesso un primo parere nell’ottobre 2002 e un secondo il 13 giu-
gno 2003. Quest’ultimo prendeva in considerazione la dichiarazione d’intenti degli Stati
Uniti del 22 maggio 2003 (“Undertakings of the United States Bureau of Customs and
Border Protection and the United States Transportation Security Administration”) che
riflette l’ultimo stadio del dialogo relativo agli impegni della parte americana sulle condi-
zioni di trattamento dei dati passeggeri PNR.

(*) Il gruppo di lavoro è

stato istituito ai sensi

dell'articolo 29 della

direttiva 95/46/CE. È un

organo europeo

indipendente a carattere

consultivo in materia di

tutela dei dati e della vita e

della vita privata. I suoi

compiti sono illustrati

all'articolo 30 della direttiva

95/46/CE e all'articolo 14

della direttiva 97/66/CE.

Le funzioni di segretariato

sono espletate dalla

Direzione E (Servizi, Diritti

d'autore, Proprietà

Industriale e Protezione dei

Dati) della Commissione

europea, Direzione generale

mercato interno, B-1049

Bruxelles, Belgio, Ufficio n.

C100-6/136.

Website:

www.europa.eu.int/comm/p

rivacy

(1) GU n. L 281 del

23/11/1995, pag. 31,

disponibile al seguente

indirizzo:

http://europa.eu.int

/comm/internal_market/en

/media/dataprot/index.htm

Parere 2/2004 sul livello di

protezione adeguato dei dati a

carattere personale contenuti nelle

pratiche Passeggeri (PNR -

Passenger Name Records) trasferite

all’Ufficio delle dogane e della

protezione di frontiera degli Stati

Uniti (Bureau of Customs and

Border Protection - US CBP) (*)
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Nel suo parere del 13 giugno il gruppo di lavoro ha richiamato l’attenzione su numerose
questioni di protezione dei dati che risultano dal trasferimento dei dati passeggeri PNR alle
autorità americane. I principali punti in sospeso riguardano la finalità dei trasferimenti, il
principio di proporzionalità per quanto riguarda i dati personali da trasferire nonché il
momento dei trasferimenti e la durata di conservazione dei dati, il trattamento dei dati sen-
sibili, l’importanza di adottare un metodo di trasferimento “push”, lo stretto controllo degli
ulteriori trasferimenti verso altre amministrazioni o autorità estere, le garanzie e i diritti delle
persone interessate, il meccanismo d’applicazione e di risoluzione delle controversie, nonché
il livello degli impegni.

Di recente, il gruppo di lavoro ha ricevuto la comunicazione della Commissione al
Consiglio e al Parlamento intitolata: “Il trasferimento dei dati delle pratiche passeggeri
(Passenger Name Record - PNR): la necessità di un approccio globale" (2) e una versione
attualizzata della dichiarazione d’intenti americana datata 12 gennaio 2004 (Allegato I).

Conformemente al suo parere 4/2003, il gruppo di lavoro ritiene che sia opportuno
emettere un nuovo parere alla luce degli ultimi sviluppi concernenti il trasferimento dei dati
passeggeri PNR, tenendo conto in particolare dei risultati dei negoziati tra la Commissione
europea e le autorità americane.

1. AZIONE CONTRO IL TERRORISMO E PROTEZIONE DELLE LIBERTÀ E DEI DIRITTI FONDAMENTALI

Come è già stato indicato nei pareri 6/2002 e 4/2003, i trasferimenti di dati ad autorità
americane suscitano preoccupazioni nella pubblica opinione, hanno ripercussioni profonde
e sensibili a livello politico e istituzionale e rivestono una dimensione internazionale.

La lotta contro il terrorismo è un elemento al tempo stesso valido e necessario nelle società
democratiche. In questa lotta contro il terrorismo, è opportuno proteggere le libertà indivi-
duali e i diritti fondamentali, compresi il rispetto della vita privata e la protezione dei dati.

Questi diritti sono in particolare protetti dalla direttiva 95/46/CE, nonché dall’articolo
8 della Convenzione europea dei diritti dell’uomo, e costituiscono il nucleo fondamentale
dei diritti tutelati dagli articoli 7 e 8 della Carta dei diritti fondamentali dell’Unione euro-
pea. La protezione dei dati è inoltre riconosciuta e rafforzata dal progetto di Costituzione
europea discusso dalla Convenzione sul futuro dell’Europa.

Pertanto le libertà e i diritti fondamentali relativi ai principi che disciplinano la prote-
zione dei dati a carattere personale dell’Unione europea devono essere limitati solo nei casi
in cui ciò risulta necessario all’interno di una società democratica o per le esigenze di tutela
degli interessi pubblici così, come sono definiti in modo esaustivo negli strumenti sopra
menzionati.

Tenuto conto del volume e della sensibilità dei dati in questione, nonché del numero di
individui coinvolti (dai 10 agli 11 milioni di passeggeri l’anno), la richiesta di comunicare
a un’autorità pubblica i dati personali raccolti a fini commerciali e che figurano nelle basi di
dati delle compagnie aeree che propongono voli a destinazione degli Stati Uniti o che tran-
sitano per gli Stati Uniti, nonché nei sistemi di prenotazione correlati, fornendo a tale auto-
rità un accesso a questi sistemi, è senza precedenti nella storia dei rapporti tra gli Stati Uniti
e l’Europa e costituisce un’eccezione al principio fondamentale di specificazione della fina-
lità in materia di protezione dei dati. È quindi opportuno dar prova di prudenza, tenendo
conto anche delle possibilità di estrapolazione dei dati cui tale evoluzione apre la strada, in
particolare per i residenti europei, nonché del rischio che ne deriva di sorveglianza genera-
lizzata e di controllo da parte di un paese terzo.

Inoltre, analoghi flussi di dati delle compagnie aeree sono già stati richiesti e/o proposti
da molti altri paesi terzi. Ciò solleva la questione dell’uguaglianza di trattamento dei paesi
terzi e pone in evidenza la necessità di adottare un approccio globale per l’utilizzazione dei
dati dei trasporti aerei ai fini di sicurezza in un contesto multilaterale.

(2) COM(2003)826 def.
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Non è certo che la lotta contro il terrorismo e il mantenimento della sicurezza interna
saranno più efficaci mettendo parzialmente tra parentesi i principi di proporzionalità e di
minimizzazione dei dati, mentre il rispetto di questi principi costituisce una garanzia essen-
ziale per la protezione dei diritti dei cittadini ed è meglio adeguato ai bisogni dello sviluppo
commerciale.

A tale riguardo, il gruppo di lavoro rileva che la questione del trasferimento dei dati pas-
seggeri PNR si pone anche per altri paesi, e ciò richiede un approccio globale uniforme su
scala mondiale, vale a dire un’armonizzazione delle soluzioni previste per i vari paesi.

Il gruppo di lavoro osserva inoltre che l’esperienza recente acquisita da taluni paesi, e in
particolare dall’Australia, mostra che è possibile dare una risposta proporzionata e ragione-
vole alle legittime esigenze di sicurezza interna e di lotta contro il terrorismo utilizzando
sistemi che sono compatibili con i principi fondamentali di rispetto della vita privata e della
protezione dei dati a carattere personale.

2. ATTI LEGISLATIVI DA ADOTTARE

Il gruppo di lavoro deduce dalla comunicazione che, secondo la Commissione, la defi-
nizione di una base giuridica di qualità per il trasferimento di dati PNR alle autorità ame-
ricane debba passare attraverso una decisione della Commissione basata sull’articolo 25,
paragrafo 6, della direttiva 95/46/CE in combinazione con un accordo internazionale che
autorizza le compagnie aeree a trattare le esigenze americane come esigenze giuridiche nel-
l’ambito dell’Unione europea e vincolando gli Stati Uniti alla reciprocità e al rispetto dei
diritti dei residenti dell’UE (“due process”). A tal fine, la Commissione prevede di stipulare
un “accordo bilaterale leggero” con gli Stati Uniti.

Tenuto conto della mancanza di documenti pertinenti e considerando le competenze
degli Stati membri per quanto riguarda l’attuazione degli articoli 6 e 7 della direttiva
95/46/CE, il gruppo di lavoro non è in grado di adottare un parere sul contenuto nonché
sulla possibile base giuridica e sul valore di un simile accordo.

Il gruppo di lavoro intende sottolineare tuttavia che le decisioni della Commissione adot-
tate sulla base dell’articolo 25, paragrafo 6 della direttiva, fanno riferimento per loro stessa
natura alla protezione adeguata dei dati personali una volta che essi siano stati trasferiti a un
paese terzo e che, sino ad oggi, hanno riguardato i trasferimenti a organismi del settore privato
situati in paesi terzi. E’ la prima volta che un trasferimento viene operato sulla base di un
obbligo giuridico posto da un paese terzo che esige dagli operatori dell’UE di trasferire dati ad
un’autorità pubblica di tale paese terzo, in modo non conforme alle disposizioni della direttiva.

Al fine di garantire per tali trasferimenti una corretta base giuridica, è prevista una for-
mula composta da una decisione sul carattere adeguato della protezione e da un accordo
internazionale; tale formula dovrà avere una serie di effetti giuridici. Il gruppo di lavoro
ritiene che, nella misura in cui l’accordo internazionale consente di legittimare una limita-
zione al diritto della vita privata o una restrizione al principio di limitazione ad una deter-
minata finalità prevista all’articolo 6 della direttiva, tale accordo dovrà in ogni caso rispet-
tare i limiti posti dall’articolo 8 della Convenzione europea dei diritti dell’uomo e dall’arti-
colo 13 della direttiva.

3. CAMPO DI APPLICAZIONE DEL PRINCIPIO DI PROTEZIONE ADEGUATA E DI UN EVENTUALE

ACCORDO: IL SISTEMA CAPPS II E LA TSA(TRANSPORTATION SECURITY ADMINISTRATION)

Il gruppo di lavoro ha esplicitamente escluso il programma CAPPS II e qualunque altro
sistema in grado di realizzare operazioni di trattamento di dati su grande scala dal campo di
applicazione del suo parere 4/2003.

Tali sistemi presentano infatti differenze qualitative rispetto al semplice trasferimento di
dati passeggeri PNR e sollevano questioni gravi che devono essere chiarite e trattate specifi-




